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Doc posted this
over ten years ago.

Why we need first person
technologies on the Net

1 MARCH 19,2014 | DOC SEARLS = 15 COMMENTS

~  We need first person technologies for the same reason we
&need first person voices: because there are some things

‘only a person can say and do.




66 \We won't get back our privacy, or
make real progress toward real
personal freedom, until we
develop and deploy first person
technologies for everybody.

Without them our democracies
and marketplaces will also
continue to be compromised. 99



https://projectvrm.org/2014/03/19/why-we-need-first-person-technologies-on-the-net/
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So why — after 20 years of trying...



...don't we have first person
technologies everywhere today?



Thesis: because we haven't
figured out how to build from
the bottom up.



Solving the problem from the
bottom up is the mission of the
First Person Project.



How?



Bottom Up




Governments

Bhutan EUDI California

Are they building safe, secure digital wallets
and credentials to serve their own citizens?

)

Are they building universally interoperable first
person technologies that always put people first?

People




So how are we going to build
universally interoperable first person
infrastructure from the bottom up?



Five Steps Trust
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Decentralized digital

Easy, right? We Self-Sovi{{3li
wrote the book on |dentity g

decentralized .
o o e Drummond Reed
identifiers (DIDs)!
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DIDs are not enough!



For First Person infrastructure,
we need SCIDs!



KERI
for
Muggles

IIW #33
Day 2 - Session #12
13 October 2021

https:/Kkeri.one




A self-certifying identifier (SCID)
is a identifier that can be proven
to be the one and only identifier
tied to a public key
using cryptography alone*

* No blockchain needed



SCIDs can be created from any public/private key pair

Public key— MUST Cryptographic Private key— MUST
be shared binding NOT be shared



scid:21tD
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' Cryptographic Self-certifyin
Publickey dinding to identiﬁgr ’

genesis file



SCIDs are the most
self-sovereign identifier—
they can be generated for free
directly inside any modern digital
wallet and are portable for life



No wonder we now have at least
four SCID-based DID methods:

d did:webs (KERI)
d did:webvh (BC Gov)
3 did:jlinc (Fed ID)
d did:plc (Bluesky)



Now we are aggregating all of them
into one DID supermethod: did:scid
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did:scid is the only DID method you
will ever need because it works:
4 Peer-to-peer
d Web-based
1 Blockchain-based
4 DHT-based



In short, did:scid is the DID method
we need for First Person identifiers.
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We have this
covered, right?
After all, the W3C
IS almost done
with Verifiable
Credentials 2.0

Verifiable Credentials Data Model v2.0

W3C Proposed Recommendation 20 March 2025

¥ More details about this document
This version:
https://www.w3.0rg/TR/2025/PR-vc-data-model-2.0-20250320/

Latest published version:
https://www.w3.org/TR/vc-data-model-2.0/

Latest editor's draft:
https://w3c.github.io/vc-data-model/

History:
https://www.w3.org/standards/history/vc-data-model-2.0/
Commit history

Implementation report:
https://w3c.github.io/vc-data-model-2.0-test-suite/

Editors:

Manu Sporny (Digital Bazaar) (v1.0, v1.1, v2.0)
Ted Thibodeau Jr (OpenLink Software) (v2.0)
lvan Herman ¢ (W3C) (v2.0)

Gabe Cohen (Block) (v2.0)

Michael B. Jones (Invited Expert) (v2.0)




VCs are not enough!



TR\
W3C g

18013-5

To begin with, W3C
VC is only one of e
five competing SD-JWT VC ’-(<\/'3

digital credential RERI

formats.
F— HYPERLEDGER
‘ —*: ANONCREDS



Secondly, only Anoncreds
comes close to meeting the
privacy-preserving
requirements of
First Person credentials



Personhood credentials:
Artificial intelligence and the value of
privacy-preserving tools to distinguish who is real online

Steven Adler, ! Zoé Hitzig,*'"* Shrey Jain,*™ Catherine Brewer,”* Wayne Chang,** Renée DiResta *** Eddy Lazzarin,*®
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https://arxiv.org/pdf/2408.07892 DARPA PERSONhood Workshop Attendee



https://arxiv.org/pdf/2408.07892

The paper boils Personhood
Credentials (PHCs) down to
just two strict requirements:

1. Credential limits: PHC issuers
must only issue one per person.

2. Unlinkable pseudonymity:
PHC verifiers must accept
zero-knowledge proofs (ZKP).



Even PHCs are not enough!



PHCs still rely on governments and
organizations to be the issuers.

What about people?



This is where we finally get to the
heart of the First Person Project:
First Person credentials



The basic idea is: what if we could
provide strong proof of personhood
using a zero-knowledge proofs of
our own verified trust relationships?



Example First Person credential

Verified First Person Relationships

Business

Community

Personal

Scan to Verify



The heart of First Person credentials
is a fundamental new type of
verifiable digital credential: the
verifiable relationship credential
(VRC)



My favorite explanation of VRCs came
from the First Person Project Workshop
led by Linux Foundation ED Jim Zemlin
and his staff two weeks ago at the
annual LF Member Summit



Verifiable relationship credentials are Phil Zimmermann’s dream.

They are the ultimate instant key signing party.
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With VRCs, all of us can now form our
own personal relationship graphs.

That live entirely in our own digital wallets.
Not in any centralized social network.
And we control who they are shared with.
For life.



With PHCs and VRCs, we have the
First Person credentials we need for
privacy-preserving digital identity
and verifiable trust relationships
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There are dozens of open source
digital wallet projects.

LILFDECENTRALIZED TRUST

‘ OpenWallet

FOUNDATION




To become true first person
technologies, they will need
to support:

J First Person identifiers
J First Person credentials



But that is not enough!



Because where we're going...



..we won't need

Y vy»2I111“3Y"°




We need agents.



Resources Company Engage With Us

Agentic Wallets:
The Next Al Frontier

Watch the Recording Now

Trusted, Hyper-personal Al for Download Now
Customers, Citizens, and Users

This webinar was held on Wednesday, March sth. Fill out the
form to download an on-demand recording.

In 2017, World Wide Web inventor and Inrupt co-founder Sir Tim
Berners-Lee envisioned an Al agent that worked for him. One
that he could trust with all of his data. One that delivered hyper-
personal utility.




We need agents bonded to our wallets
so they can perform trust tasks.

~ TRUST
Over P




For one specific example,
let’s return to Alice and Bob:
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Trusted data sharing is just one of
hundreds of trust tasks that our
First Person agents will do for us.




Step Four: T
Ecosystems
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A core tenent of decentralized
identity is that adoption happens
in digital trust ecosystems



Holder

Issues
verifiable
credential

Q Presents
— proof

Tl

Indirect trust
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For the First Person Project to be
successful, we need ecosystems

J First
J First
J First

t

nat will support:

Person identifiers
Person credentials

Person wallets & agents



But what will motivate
ecosystems to adopt?
How do we solve
the cold start problem?

ANDREW CHEN

THE
COLD
START
PROBLEM




Governments

THIS IS THE HARD PART!

People




As hard as the problem looks,
we can scale this mountain
with a three prong strategy.



The first prong of this bottom-up
strategy Is right there in the name
of “The First Person Project":
start with people.



Do exactly what Reid
Hoffman did to start
LinkedIn: people inviting
people in their own
personal trust networks.

ANDREW CHEN

THE
COLD
START
PROBLEM
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Governments




The second prong in the bottom-up
strategy prong follows naturally:
people inviting communities
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L LINUX

FOUNDATION




WALLETS

‘ OpenWallet
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The Linux Foundation — starting
with the Linux Kernel project — is
an incredible adoption vector.

They now have over 1500 open
source projects with over
17,000 participating companies.



There are at least another dozen
communities that are likely
early adopters.



Governments




So are we going to be able to
attract some ecosystems to adopt
First Person technologies?




But will this be enough?



Thankfully, there is a third prong
of our bottom-up strategy.
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Trust networks enable trust
relationships across ecosystems.



Ayra (eye-rah)

7\ ayro

Enabling the growth of safe, secure,
interoperable, and sustainable digital
trust ecosystems that connect and
enrich our world.

Copyright © 2025, Ayra Association Gyra



Ecosystems & Ayra

Trust Registries

Conformant
Exchange

& Ayra Canormance
Test Suite

9
d 'Eﬁ Ayra
= =X —,, Registry of
O &3 Registries
Q

[ N\ Ayra Associqtion}

Copyright © 2025, Ayra Association

W { % Ayra Trust Network] :




Ayra Network Credentials

Large A

business &=) AyraNetwork
reach =~ ~J) Credentials
Cluster-specific credentials
Non- Ayra-
aligned aligned )
Ecosystem-specific
credentials
Non- Ayra-
L. aligned aligned
Limited
business | \ /)
reach >

Intra-ecosystem Inter-ecosystem
utility utility

Copyright © 2025, Ayra Association



Issued by a legal entity to
verify a relationship with

: ; a person (employee, . .
Organlzatlc_)n worker, member, First Person Community
ID Credential customer, etc.) Credential ID Credential
' ’ u u : u u u u
S - O O O °
Business Community -eaa -
VRC 07 R_A&:
* Issued by a community
ege (nonprofit or social entity)
Vel‘lfla ble Personal to verify a relationship
° ° VRC with a community
Relationships member
O Issued by individuals to
each other to verify a
) o personal relationship
Copyright © 2025, Ayra Association




With Ayra, we can actually create a
trust network of trust networks
consisting entirely of First Person
verified relationships.



This iIs the First Person Network.



So how do we maximize the
First Person Network effect?

What is the incentive to join?



Governments

The First Person Network Cooperative




Cooperative? Really?

The idea comes from Brad deGraf.



NooNAO

Toward Wise Emergent Coordination for a Less Bad Future

Networked Adaptive Organisms (NAOSs)

Network Cooperatives, Bioregional Mycelia, Portable Communities, Social Brains

Platform
Coop

Commons

Social
Graph

DAO

Trust
Network

Oftsan




What is a Network Cooperative?

Purpose

The purpose of a Network Cooperative is to aggregate the agency and value of its

membership and to provide unique coordination and governance capacities.

Why?

The work of dealing with the Metacrisis requires rising above our current broken systems.
Humanity needs dramatically higher levels of global coordination that can outcompete
those systems by being better at sensemaking, decision-making, collective action, and
superorganism behavior.

Such capabilities will undoubtedly be built on social graphs, the "neural networks" of the

noosphere, the social substrate on which innovation can happen.

And by definition, such a social substrate cannot be yet another corporate enclosure.

Thus, we must grow a commons social graph that can:

e aggregate the collective agency and value of its participants
e provide unique coordination and governance capacities, and

« distribute its collective value optimally for its membership




When you stop to think about it:
who else is going to build and
deploy and support and sustain
first person technologies?



If a core issue with today'’s social
platforms is that people are the
product...



...then the only way to achieve
100% alignment of incentives
with first person technologies...



... Is for people to be the owners.



Not just the owners of their own
personal relationship graphs,
but the owners of the entire
First Person Network Cooperative
as a social utility.



A new social utility.

Completely decentralized.
Delivering first person technologies.
Exclusively to people.

To build personal trust relationships.
Everywhere.






Now!



Who?



Us!



Margaret Mead

@ quotefancy




Who can join us?



You!



Please join the First Person Project mailing list!
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Together, we can do this.

v/

Thank you.







How do we prevent Sybil attacks? By anchoring in ecosystems.

-~
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personhood credentials—one per person

ZKP

VRC  Verifiable Relationship Credentials  VRC !
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